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The PAWS Security Request system is a mechaniseyteest security for new users,
additional security for users, removal of secufttyusers and extend after hour access
for users limited to core hours. The PAWS SeclRigguest System is a part of the My
Fresno State portal. This system will allow usstgervisors and administrators to
request these security changes online. The systktmoute the request to the
appropriate supervisor and/or manager for the eyepldor approval, as well as, CIS
security staff for appropriate action. The fornll&iso be routed to for users requiring
confidentiality verification and approval from théce President of Administration.
Notification emails will be sent through the varsogstages of the request.

The goal of the system is to create a centralinedeasy to use user security request for
Student Administration, Financials and Human Ressair This will allow a more
efficient method of requesting and tracking seguitanges both for CIS as well as the
managers and end users. Using this system vnilidite the delay caused by routing
security request through mail or fax, provide asisient method for requesting changes,
reduce the confusion regarding information requfcedlifferent types of requests, and
verify requests through the use of email notifieati
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HCM and Finance Users have the ability to revie@ @guest security changes through
the Security Request folder on the My Fresno Statesite.

Options available to a typical user are:
- Confidential Agreement — Agree to the terms ofdbefidential agreement.
New Security Request — Creates a new security stque
View Security Requests — Check status of requestgaurself
View User Security — View your current securitytsejs
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Create A New Security Request
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Users have the ability to request security chatigesigh the Security Requests folder on
the My Fresno State website. To begin a new reqliek on the New Security Request
link.
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Online Security Request Form

Please complete the fallowing form for new or change of access to the PeopleSoft Human
Resources, Student Administration and Financials systems. Fields with an asterisk (%) are
required in order for the form to be submitted.

If you are experiencing a problem with your current security, please enter that
information directly in PAWS Action Request Tracking.

Select Request Type

| % - - reace - ok -

Mew Window | Help | Customize Page | &,

' User Security

Used to request security for a new user or to request additional security for an existing
user. (Please do not enter reguests for problems with security.)

" After Hours Access

Used to request access to Administrative areas during non-business hours for users
restricted to that time

Next tab | ¥ Send Emails

e
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There are two different types of requests thatbmamade using this form:

New or Additional User Security — to request saguor a new, transferred or
existing PeopleSoft user

After Hours Access — to request access to themsykiea user during off hours

The next and previous buttons will take you throtlghscreens to enter the information
for the request. The screens that are displaykd@pend on the type of request. Not all
requests will display all of the following screens.
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User Search
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PAWS Action Request Use this form to search for and select the employees that this request will apply for. You may search
Tracker on Empleyee ID, Department, Last Name, or User Type. You only have to enter a value in one field,
B Security Requests Press the Search button to search for the values entered.
- Confidential Agreement
= New Security Request To select an emplovee, click the check box in front of their name. If an employee has multiple job
- \iew Security Request records, please select the position and depariment this security relates to.
- View User Security )
Reporting Tools After selecting employees, you must press the ADD button add the selected employees to the
PeapleTools request. Pressing the Search button again will start a new search and reset the selection boxes
- Career Oppodunities
- D Search User Search (enter one or more values}
- PeopleSoft HCM
- Access Email ID: A1 Dept: | Q ﬂl
- AskTimeout
- Change My Password Last Name: |
User Type I ﬂ

User Information

Campus Information
Systems

¥ 11111 Joe User Employee 0 Admin Support Asst 83440

Add
Click Here far Advance User Entry

| | |
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Once a type is select the User Search page widapprlhis page will allow you to
search for an employee by ID, Last Name, and/oraiegent number. Pressing the
Search key will search through the HR records fopleyees matching the search
criteria. Employee names may appear multiple tibsesed on the number of active
positions an employee may have in various depatsndPlease select the appropriate
position for the appropriate department for the leyge.

Once a employee is located, the employee is sélégtelicking the box in front of the

employee’s ID. Pressing the OK will add any sedlda@mployee’s to the request. User
Information
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Selected Users for Request
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PAWS Action Request The following select users will designated as receiving the changes in security for this
Tracker farm. Use the plus (+) button to return to search to add users and the minus i-) button to
Bl Security Requests delete individual users from this request.
- Confidential Aoreement
= New Security Request User Information
- View Securitv Request
- View User Security UseriD: 11111 Red 0 Employee ]
& Reporting Tools :
PeopleTools "a"?éf\‘ st ‘_JS”
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- Change My Password B Previous tab | (5 Next tab |
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Once employees are selected they appear on thdridgenation page. Information
about the select employee, such as position, dapatf and default access hours is
displayed Additional employees may be added tad¢haest by clicking the Plus (+) key
to the right of any of the listed users. Speaifeployees may be removed from the
request by clicking on the Minus (-) key.

After including all applicable employees for thexjuest, the Next Tab will take you to
the next section to complete.
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Select Access Choices

When the request typdew or Additional User Security has been selected the following
page will appear. This page will display a listloé¢ most frequently used roles and a

description of the access associated with thoss rdbelect each that apply and press the
Next tab.

Page 7



PAWS Security Request System User Guide
July 17, 2007

Security Dates Effective

The above page lets you define the length forrggsiest. Select either permanent or a
date range for this request. Almost all user axepermanent, good as long as the
position that it was request for is active for thegson. Occasionally, you may want to
request access for a range of dates, for exangiledant assistant or to cover for leave
time.

For After Hours Accessrequests, please use this page to specify whitberccess is
for permanent after hours access or only for agaiglates (ie a weekend).
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Special Instructions and Submit

This page is for the explanation of the requestspetial comments or instructions you
feel necessary for the handling of this requestis Dox cannot be left blank. Please
describe the purpose of this request to assisethesding to approve the request.

Pressing th&avebutton will submit you request for processing.c®ma request has been
submitted, emails will be sent to the requestéerabloyees listed on the request, and all
managers and supervisors listed notifying thenhefstatus of the request.

The next step in the process is for the CIS Sgcidiministrator to review the request
for completeness and/or additions based on the @ntsn Once reviewed, the request is
forwarded to the appropriate manager(s) to apptioeeequests for each employee
indicated on the request. If the request is foew position or a transfer to a new
department, the request will also require the aygdrof the VP of Admin.

All approvals are handled online and notified byadmThere is no additional work
required on the requester’s part. Once the apfpg@ra completed, the CIS Security
Administrator will be notified and will completedlsecurity and the request. At that
time an email will be sent to the requester andogrson for whom the request is
submitted, if different, notifying them of the cohapon of this request.
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Agreeing to the Confidential Agreement Form

If a request required Confidential Approval by tHe of Admin, you will need to agree
to the terms of the Confidential Agreement. Thiscess is also required to be renewed
on an annual basis. You will be notified by enifagin agreement is required for your
continued access. To agree to the Confidentiat&ment Form, select the Confidential
Agreement link, read the form, and press the Agrgton.
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You may check your agreement at any time. If yagreement is up to date, you will see
the following:
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View My Requests

Current and past security requests can be viewdjirthe View Security Requests link
found on the PeopleSoft Security page. You wiliydye able to see your requests,
requests you requested in behalf of others, anaesg for your staff (managers only).

Use the search page to search for specific requ&sts may search on any combination
of the above search options.
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View Security Request Information

After you select a request, this page displaysrtfegmation about an employee’s
security request. The details of the request alaitiythe Actions and Comments for that
request are available for review.
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Requests Needing Approval - Managers

Managers have access to the liAkprove Security Requestswhich allows them to
view their employee’s requests that needs theircyap.
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My Requests to Approve - Managers

The page will display the requests that are culyer@eding a manager’s approval. It
will only show requests that need that managersaappat that time.

To approve or deny the request the manager clickbh@Approve/Deny Requestink.
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Approve/Deny A Request

Clicking on the approve/deny link will take the nager to the Online Security Request
Information page. The details for the requestlmaseen along with the actions and
comments for that request.

At the top of the page is a tab callegprove/Deny Request Clicking that tab will take
you to the page to approve/deny the request.
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Approve/Deny Request

The Approve/Deny Requestpage contains the terms of this agreement anduttens to
approve and deny. Pressing fgprove Requestbutton approves the request and is a
formal acknowledgement that you understand andedgréne terms listed above it.
Press th®eny Requestbutton to deny the approval for this employeetsuest.

The comments box is to provide any feedback or charuiation for the request you feel
necessary and is required to deny a request.
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